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My HealtheVet: Administrative Portal

Jamie:  OK.  Today we're going to be talking about the My HealtheVet administrative portal.  The administrative portal is the back end of My HealtheVet.  It assigns users to certain roles.  Sorry.  It assigns users to certain roles and responsibilities in the My HealtheVet application.  We will go over the various functions of the admin portal from managed user roles to in person authentication to FOIA reporting.

We will first explore the various functionalities within the My HealtheVet admin portal and then we will go over the following processes:  MUR, IPA, calendaring, and the FOIA reporting.  And, then finally Patty will go over some of the most common problems the admin help desk has encountered and how to troubleshoot some of these issues.

OK.  So, the My HealtheVet administrative portal, like I said, is the administrative back end of the My HealtheVet application.  The admin portal assigns users to different roles and allows them to perform certain admin functions such as assigning VA staff to different levels of access within the admin portal or the heavy proofing process required of all VA patients in order to be granted the full access to their personal health record in My HealtheVet.  There are currently four portlets available within the admin portal, the managed user roles or MUR, the in-person authentication or IPA, the calendar, and also the reporting portlet.  The My HealtheVet admin portal is a secure portal; hence the HTTPS versus just HTTP - like a regular website.  Users actually do have to have been assigned permission to get into the admin portal.  And, essentially what My HealtheVet did when we rolled out the admin portal was we solicited the names of all the VISN administrators and our national administrator, Patty Simon, sat down and entered all those names into the portal.  And, then with some training, additional roles were assigned through the managed user role portlet.  
OK.  So, the managed VA staff or the managed user roles portlet allows the users to be assigned these different levels of access within the admin portal.  Like I said, we started with the VISN administrators, then we assigned facility administrators, and then the local authenticators, as well as the HIM privacy officers and the help desk operators.  The managed MHV users or the in-person authentication portlet allows the local authenticators to update the accounts for the My HealtheVet users who are the VA patients and they want to have full access to their records.  And, then the managed VA calendar portlet allows the assigned public affairs officers or the My HealtheVet POCs to publish VA events on the My HealtheVet users calendar, their health calendar.  And, then we have the view reports or the FOIA reporting portlet, which allows the HIMS privacy officer access to a number of - it allows them access to the reports of how many requests have been made through My HealtheVet to view their record.
OK.  So, let's go ahead and get started.  This is the admin portal's home page after you've actually logged in.  And, as you can see here in the red box, there are the four different portlets accessed and you just click on the corresponding tab, depending on which one you want to go into.  

So, now I'm going to turn it over to Patty, who's going to talk about the first two portlets.
Patty:  Thanks, Jamie.  OK.  What we want to do today is we just want to give you a basic knowledge of what the admin portal is.  Each time we come to these different training events, we get asked to talk about the administrative portal again, because I think a lot of the employee turnover and then people just don't know.  And, how many times have you been told, well, all of a sudden you're assigned to do this, and you really - we just want you to have an understanding of why we have an administrative portal and how it works.  So, the first thing I'm going to talk about is managed user roles and I know Jamie has already alluded to this, but what we used is a role-based access, meaning we add an extra layer of security by assigning different roles to different people.  Each role has certain functionalities that are associated with it.  So, we can track who's actually making or affecting changes on a veteran patient health care record.  So, again, it's just role-based access.  If you're somebody that's in information systems, you're used to that.  And, when we originally rolled out managed user roles, we went to the VISN CIOs for that reason.  Typically when you're talking about access to any computer system or any patient record, information systems is the ones that control that.  So, we first went to the VISN CIOs.  As it became evident that the majority of the business processes that we deal with with My HealtheVet were related to HIMS, we saw a lot more of the HIMS folks being involved and taking on some of those roles.  So, hopefully, there's a communication between the IS people and the HIMS people at your site.  And, between the two of them, they hold the majority of the roles.  Jamie also alluded to the fact that there's reporting capabilities so that we can track the types of individuals that are actually holding those roles.  
With the MUR administrator - oh, I guess I want to change the thing, huh?   This just talks about how MUR provides immediate access to the VHA internet to view, grant, revoke, and edit.  Again, because of the turnover in the employee turnover, the people that are the MUR administrators have to keep track of who's coming and going, grant access, and then take the access away from those individuals no longer in the position.  It also provides a streamlined process for managing user roles, provides a designated area for administrators to assign managed roles.  Again, nothing new.
There's three levels of MUR administrators.  Now, several of you who might be MUR, meaning managed user roles administrators, probably haven't done anything with it in a while.  Originally, we assigned these individuals and then we had them set up the ROI authenticators and that type of thing.  And, then they kind of just went into the background.   I need you to understand very shortly you're going to be tasked again, because if you've attended any of the secure messaging training this week, we've talked about the secure messaging administrator and I'm going to be coming back to those of you who are MUR administrators to do that setup with your secure messaging administrator.  So, it's probably a good thing that you start to think about that again.  Very intuitive, the administrative portal is very easy to use.  So, it's kind of like riding a bike.  I'm sure you'll get right back in there and not having any problem using it.  These roles here, the role administrators, the ROI administrators, authenticators and HIMS privacy officers, like I said, the majority of those are already set up.  You've had authenticators come and go and that's - the authenticators are the ones that actually go in and do the in-person authentication.  And, then the HIMS privacy officers, the FOIA reporting piece is just being released with MHV 8.1.2 and we're just going into field testing with that.  So, you may have that role and not even know that you have it yet.  

What we did with the HIMS privacy officers is we went to national HIMS folks and then we went to Stephania Putt and they both gave us a list of the individuals and we just went ahead and assigned the role to those people so, you know, to be proactive so when the FOIA reporting comes out, you'll be able to go in and look at the numbers.  We'll have specific training for the HIMS community on the FOIA reporting.  There's a decision that's been made nationally to pull that data at a national level.  So, you won't have to do it at your local facility, but we still wanted you to have access to it and be able to track it.  Help desk administrators, there's just a very few people in our program office that have access to the help desk administrative portion and they're able to things with resetting user names, passwords and things like that.  So, you shouldn't ever see a tab for help desk administrator in your module.  Calendar administrators, once we introduced the health calendar, we went out to the public affairs officers, worked directly with them, because again, we saw that functionality fall into the public affairs officers, trained them, and hopefully everybody has calendar administrators at their site that are going in and putting in events and doing the training necessary with that.  And, then of course there's secure messaging and administrators.  This, we're going into testing in August with our field test sites.  And, again, there will be certain specific training that goes along with the secure messaging administrator portion.  They're overlaying that functionality right on our existing administrative portal.  So, I'll be coming to those MUR people to help get those people set up and trained.   
This is just a view of what the managed user role search page looks like.  You probably saw this if you sat in those on those classes.  Real easy search by first and last name of the employee or the VA network ID if you choose to.  And, then of course down in the corner, you would just hit search then or you can also look at all the current roles that are assigned to the individual.  

Once I choose somebody, if I, you know, you get your search results and then you bring somebody up, this just shows you a list of what you see once this search is finished.  A, a red A in a box just means that that status is active, so that role is active for that individual, tells what facility they're at, what role they hold.  And, then of course it displays ten at a time.  And, you just go through that.  

In order to ensure that the access to the veteran's individual health information is only granted to the individuals who need it, every veteran requesting that initial access has to be verified or authenticated.  I hope, if nothing else, this week you've heard about in-person authentication in just about every class that we did.  

IPA, typically performed by individuals in the HIMS arena, but we also talked about how some of the legwork for IPA and filling out of the forms and getting the ID.  You can solicit help from all sorts of employees to do that.  Typically, the HIMS folks are trained in medical release of information and that's why that, you know, the whole idea of in-person authentication falls to them naturally. 
ROI clerks administrator staff at CBOCs.   A lot of times CBOCs don't have HIM staff.  So, you want to be proactive and use whoever you can to get that done.  It's really important that we start to consider access for the veterans at their point of care.  The last thing you want to do is tell a veteran he's got to drive three hours just to show his ID to become in-person authenticated.  And, having the IPA done gives them that enhanced level of access to My HealtheVet and their records.  So, we know, and if you've seen any of the other presentations, you know that only one percent of our veterans are IPA'd so far.  So, we know we're going to have this huge influx of patients.  So, we really need to consider where we're doing that.
Heavy proofing.  I'm not going to go too much into detail here.  We've talked about the different steps that have to be taken.  What I do want to mention here is the approved process that just was released about two weeks ago.  We recognize that there are a contingent of veterans that aren't mobile and can't get to the hospital.  And, they have powers of attorney or guardians.  So, the national HIMS folks just released a policy that allows those people to go into the medical center in person and authenticate for a veteran.  So, hopefully, that's going to help us to reach even more people and also I think there's a recognition that because we are - the VA's a little different than the private sector and a lot of the private sector PHRs don't require that somebody come in - in person.  And, they use other forms of authentication.  So, there is a workgroup working on ways that we can move towards online registration of these individuals.  So, you'll see some of that in the near future too.
Just a list of some of the things the IPA portal will allow those that are assigned roles to do.  I'm not going to go all through these, but they can go in and they can check for the authentication status of the user.  If a patient comes in to be IPA'd and for whatever reason it's not done right away and then they call back and say, "You know, I did this.  Why isn't it done yet?"  You can go in and you can check the status.  In fact, a lot of you hear from me on a regular basis because all of the questions that come in through the help desk that have to do with in-person authentication come to me and then I follow up with the individual sites to make sure that it gets processed.  So, again just some of the things that they can do.
Here's a look at the portal.  You go under the managed user tab and then you're able to search for the veteran to do the authentication.  Typically, we tell people to use the top search first, you know, the first letter of the last name and the last four.  Or, you can go to the second portion of the page and you can use the first name.  There's several items you can search on to bring up the patient.  Bottom section has to do with reporting.  If you wanted to do some local reports on how many patients have been IPA'd in a certain timeframe, that's where you would do it.
Again, that's the search that we'd like most, you know, 99 percent of the time you're going to put your information in there and it's going to bring up your veteran.  
If you're searching for a veteran and he doesn't come up, again, probably 99 percent of the time it's because he hasn't gone in and checked the VA patient box.  So, you're going to want to instruct the patient to go back into - this is a patient view - their profile on the national site... 
  ...and then within the profile if they go down about halfway down the page, you have these choices.  If a veteran hasn't checked the VA patient box, he's not going to come through to the admin portal to be authenticated.  So, that's one thing that you want to check.
Also under the managed user screen, you can see the steps for authenticating.  You want to make sure that you mark the authenticating facility.  And, you're going to only have the choice of the facilities that you're associated with if you're doing the authentication.  And, then, you're going to want to check that all the prerequisites were done.  And, then you're - this reason for delay at this time, you'll just skip over that.  It was originally put in there when we started to talk about holds for review and reviewing records for sensitive release.  And, that's all being looked at again.  So, right now, you'll just skip right over that.  
Go to the approve authentication and then just hit the authenticate button.  Because with the release of 8.1.2, we now are introducing the MPI sync, which allows the My HealtheVet flag to show up in CPRS and it actually goes to MPI and it says, "This patient is being treated at this facility," and shows a flag.  Because of that, we're introducing two potential errors that you as authenticators may see.  And, this is one of them.  It may come up and say, "Communication failed."  And, for whatever reason, there might have been an interruption in the communication with MPI at that time.  So, this one just basically tells you, "Come back later.  Try later."  So, I just wanted to give you an idea of what that looked like because it's going to be new with this release and you probably haven't seen it yet.  But we are going to do some direct training with the HIMS folks on this.
The second type of error that you might see is the data mismatch.  When we authenticate a veteran, certain information about that veteran has to match exactly with what's in MPI or they won't jive.  So, you might get a data mismatch.  For this one, we're going to ask that you work directly with the help desk.  Let them know the problem.  They'll resolve it.  They'll get back to you and have you finish the authentication.  That way you're site's getting credit for it.  We thought about having them just go ahead and resolve it, but it's going to really skew the numbers.  So, the help desk will do what they need to do to correct the problem.  Then they'll get back a hold of you and you can finish the authentication.
So, right now, we have, like I said, it seems like a lot.  But, just over 75,000 patients that have gone through IPA, but it's only one percent of the potential patients that can.  And, with the advent of secure messaging and the release of the first extracts, we know that word of mouth, we're going to have a lot of patients coming in and saying, "Well, I want to be authenticated so I can do this too."  So, we need to prepare for that.  The CBOC workgroup just redid the strategic guidelines for implementation of My HealtheVet and IPA at CBOCs.  So, that's on the product website.  So, you'll want to take another look at that.  It gives you a lot of helpful tools to help you increase awareness of IPA at the CBOCs.  And, then of course in the future - well, very near future for FY09, we have 18 additional extracts slated to be released.  So, as you see more and more things available in there, we know that more and more patients are going to be interested in it.  So, we just want you to be aware and be ready for that. 
So, I'm going to turn it back over to Jamie.  She's going to talk about the next couple of portals.
Jamie:  OK.  So, now let's talk about the calendaring.  The managed VA calendar portlet allows assigned calendar administrators to put in VA events on the My HealtheVet calendar.  Calendar administrators have been assigned for all VA medical centers and they typically come from the public affairs office, or sometimes they are the My HealtheVet POC.  And, they have the ability to publish national, VISN and local VA events to be published on the My HealtheVet users health calendars.  So, depending on the preference that the My HealtheVet user has entered in their My HealtheVet account, they'll be able to see certain events that are associated with their zip code.
OK.  So, just to give you an idea of what the managed VA calendar portlet looks like, here you can see in the month view some sample VA events that have already been entered and published on the calendar.  Under the showing event types, on the left side, these are a list of events that we've determined - the My HealtheVet and the public affairs office have determined - this is just a list of category of events.  So, we have federal holidays observed, holidays, and national VA events.  And, these are already entered by the national administrator for the calendar.  So, the local administrators don't have to worry about that.  But the local and the VISN or regional VA events, these are entered by the calendar administrators for the VA facilities throughout the country.  So, My HealtheVet, what we've done is we did a little bit behind the scenes work prior to the release of the calendar and we went through all the US zip codes and we associated them with the actual VISN.  And, so, when the My HealtheVet user puts that zip code in, when they register, they put in their primary address and their zip code, that's their preference set for the calendar and they can go back in and change that zip code.  And, then those events associated with that zip code and that VISN will actually show up on that calendar.  So...
And, also, just, you know, this is another great way for the public affairs officers and My HealtheVet POCs to communicate, get the word out to the veteran population about some events that are going on within their area.  So, for calendar admins to add a local or VISN VA event to the calendar, they are going to click on the add VHA event link.  And, then they're going to enter the information about the event, of course, remembering a red asterisk indicates required information.  And, we've told all the calendar admins that the more detail they provide for the event, the more information the user is going to see on their health calendar.  So, when they enter - when they go in to add an event, they will enter the event name.  They're going to select the region from a drop down list there and this actually lists all the VISN's, you know, so they pick their VISN.  They're going to select a category which of course would be either local or a VISN regional VA event, and then they're going to provide the start and end date for the event.  Now, in order to keep the calendar from getting a little confusing, because if you've logged in lately, there might be just a whole bunch of events on one day, on the admin side, not on the user side, but on the admin side, it can get kind of cluttered.  In order to keep it from getting really confusing, we've creating a little naming convention for those local and VISN VA events.  So, we've - when we did the training for the calendar admins, we kind of talked about the format for naming these events.  And, so if it's a VISN event, we ask, you know, you start the event name with VISN and the number and then the name of the event like "Blood Drive."  And, then for VA facilities, we ask that you use the common name for your VA facility.  Some of you have like formal names that some people might, you know -  So, we ask you to use that common name that the veteran is going to recognize and then the name of the event.  And, so, that kind of helps those users when they pull up their calendar.  So, of course after entering all this information, you're going to click on the publish button.  
And, so, this is a view of the actual user's calendar.  And, it shows a couple of events that have already been entered.  Some of them are, no, I think all of these are VA events.  And, those are indicated with the little VA in brackets before the event.  If it's a personal event, like on the 1st, that's a personal event and they've entered that.  So, there's no VA.  So, a little way to tell the difference.  OK.  So, this person, this calendar, this sample that we're looking at has actually had entered their preference.  Their zip code is actually for VISN 2.  And, so we can actually see VISN 2 events showing up on their calendar.  As well as Canandaigua VA medical center event.  OK.  So, in order for them to view these events, they're going to go over to the showing event type.  They're going to click the little checkbox there for which type of event they want to see on their calendar and then they're going to click the update view button and then those events will be updated onto their calendar.  So, OK.
Oh, you know what?  Also, I'm sorry.  In order to view more information about that event, all they would have to do is click on that link right there on the calendar and it would pull up an event details page.  And, this is where more information that is added as the calendar admin, if you put in more information such as the URL for the event, if there is a URL, or a brief description of that event, the more information you provide when you're entering it in the admin portal, when they click on that link right here, they're going to get more information.  So, that's beneficial to do that.
OK.  So, switching gears, let's take a quick look at the view reports portlet within the admin portal.  The view reports portlet is for the assigned privacy officers to access data for their facility in regards to FOIA and privacy requests.  The VA health information management group are required on an annual basis to report on the number of written requests received for individual's records and requests processed.  As My HealtheVet progressively moves towards the full release of the personal health record in My HealtheVet and users can see more portions of their VA record, My HealtheVet has created this view reports portlet to help support the HIMS group in their reporting effort.   So, My HealtheVet will collect information about any electronic requests made through My HealtheVet and will provide this data in electronic format.  So, My HealtheVet the FOIA and privacy reports will include the following information:  they'll include the number of electronic requests placed by My HealtheVet users to release extracts from their VA health record and also the total number of granted, denied, and pending requests by month and fiscal year, as well as by facility, VISN, and national levels.  Any requests made by an authenticated My HealtheVet user for the first time will be counted as a FOIA report and then any additional updates or requests made within their My HealtheVet account will be considered a privacy act.  So, it's that first one that's the actual FOIA and then everything after that is the privacy act.  The FOIA and privacy act report for My HealtheVet will only be accessible to the VA staff assigned the privacy officer role within the admin portal.  So, we have the national HIMS privacy officer who can view and download and print the FOIA privacy act on all levels national, VISN and local levels.  And, then we have the VISN privacy officer who can look at the VISN reports as well as all the VA medical centers within that VISN.  And, then you have the facility HIMS privacy officer, who can look at only their facility's report and their information.  

OK.  So, here we see a sample of the view reports page.  And, the privacy officer can select the type of report that they wish to view, either the national, VISN, or local level, and then they can select which fiscal year and then submit it.  And, it will update the chart there below.  So, shown on the report are actually monthly statistics for the FOIA.  It'll show granted, pending, and denied, as well as for privacy granted, pending, and denied.  And, the privacy officer has the ability to print the report by clicking on the printer friendly link, as well as they can export the report in a PDF, CRV or HTML format.  OK.  So, again, just to reiterate that that first request made by the user to view their VA medical record in My HealtheVet is considered the FOIA act and then any additional requests will be the privacy act.  So, now, I hand it back to Patty, who is going to talk about some troubleshooting issues and how you can work through those.
Patty:  Thanks, Jamie.  One thing I wanted to say is if you are a calendar administrator and you notice something erroneous in the calendar when you look at it, let us know, because a lot of times when the calendar administrator's going, they forget to unclick VISN or somehow we get these events, local events that go out nationally.  So, if you see something erroneous, just let me know and we'll get it cleaned up.  A lot of times you'll get a patient that writes in and asks you what it's about.  So, we're not all perfect.  So, just let me know and we'll get it taken care of.
The help desk.  The help desk is there to serve everybody, both the veterans and the employees.  So, if you ever have a question, we want you to go ahead and feel free to contact the My HealtheVet help desk.  I work really closely with them.  Of course, I told you on all the in-person authentication issues, anything that has to do with the admin portal, they will filter it through me.  And, then I'll end up working with you.  We encourage you to use the contact link.  Give us as much information as you can.  If you can screen capture, that's great.  We may ask you to do that in order to duplicate something that's maybe not working the way that it should.  There's different tiers of support.  So, if the first tier cannot respond to you, they will make sure that somebody technically does get back a hold of you.  We do ask with the tiers of support, we do provide them with scripts that have to do with all the functionality of My HealtheVet.  So, a lot of the things they can answer just directly with you.  As you know, the My HealtheVet help desk doesn't have a phone.  It's all done by email.  But, if we need somebody to get a hold of you, we'll make sure that we get that information.  Or, if we need to talk to a patient directly, they can do that.  But, most of the communication is by email.  All of the issues, like I said, having to do with the administrative portal or assignment of roles or calendaring, anything like that, do come through me.  So, then I would work with you to resolve them.  
This is a list of the top ten things that we see through the My HealtheVet help desk.  And, you can see number four is IPA/MUR.  So, a lot of the things that come through them have to do with patients who may just be a little antsy.  They've just completed authentication the day before and it's not done yet.  So, they'll write in and say, "Why can't I see my" - Or, sometimes paperwork gets set aside for whatever reason.  If the portal happens to be down at that minute.  We like to believe that it's up a lot, but we know in the beginning we had a lot of time that it wasn't.  So, for whatever reason the IPA just hasn't been completed.  So, that's what we see a lot of.
When I deal with employees, typically they'll call and they'll say, "You know I haven't been in the administrative portal in a while." Especially if you're not an authenticator, you may not have used it for a while.  So, these are things that I typically do with them or ask them to try.  And, 99 percent of the time it does resolve it, for whatever reason.  If they've created a shortcut to the portal, sometimes the communication link gets disrupted.  Or, if you've changed your password, that's another one, because you're using the NT password to get on.  And, if you've changed it, the password auto fills, so you have to type it in the first time.  But, it's usually something very simple.  And, if I can't help you, then again I'm going to get you together with the technical people.   They're going to watch you sign in.  And, we're going to figure out why.  I also take calls for additional - if you for whatever reason you've forgotten how to sign somebody up, just call me and we'll get them in there.  But, we're going to see increased usage of the admin portal as the functionality continues to get released.  So, I want to make sure we maintain that open communication.
And, this is just a couple of websites - or one in particular - the training website where you can find a lot of information on web-based training that Jamie and her group have created to remind people or people that are coming in the role for the first time that it walks them through how to do the IPA and how to assign a role, things like that.
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